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Abstract— ICT services to citizens are commonly provided
through websites. Unfortunately, these sites are often used by
hackers to perpetrate phishing attacks against unwitting users.
Phishing is a type of fraud designed to steal important sensitive
information such as credit card numbers, passwords and bank
account data. Despite the notable advances made in the last
years by the active warning messages for phishing, this attack
remains one of the most effective. In this paper we propose an
intelligent warning message mechanism that might limit the
effectiveness of phishing attacks and that increase the user
awareness about related risks. It implements an intelligent
behavior that, besides warning the users that a phishing attack
is occurring, explains why the specific suspect site can be
fraudulent, thus also acting as a training tool.
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I. INTRODUCTION

Phishing is a fraudulent practice that includes an attempt by
an attacker to acquire sensitive information such as
usernames, passwords and credit card details by
masquerading as a dependable entity in an electronic
communication. A common phishing attack is (for a phisher)
to obtain a victim’s authentication information corresponding
to one website that is mimicked by the attacker and then use
this at another site. This is a successful attack given that many
users reuse passwords. Due to the risks associated with
cyberattacks, it is crucial for Internet users to be aware of
when they are being attacked and to be successfully informed
on how to combat them. The recent demography results by
Anti-Phishing Working Group 4th quarter report shows that
around 45,794 phishing reports have been chronicled [1].
There is no single way or method that can prevent all types
of phishing. But different methods applied at different stages
of a phishing attack can abort the attempt and properly
applied technology can significantly reduce the risk of
identity theft [2].

The similarity property of phishing sites has made them
difficult for humans to detect, but fortunately, easier for
computers. However, the attacker community has proved
itself able to quickly adapt to anti-phishing measures mainly
warning messages. Different warning messages have been
already evaluated during controlled experiments [3, 4].
Besides evaluating the efficacy of different solutions, these
experiments provided useful indications on how to design and
evaluate phishing warning messages. Despite the notable
advances made in the last years by the active warning
messages for phishing [3, 4], this attack remains one of the
most effective. Indeed, algorithms for detecting phishing
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attacks are only able to determine the likelihood with which
a website can be suspected but without absolute certainty.
When the likelihood exceeds a critical threshold the warning
messages alert the users about a possible risk and the users
must decide to access or not the website. However, current
warning messages have large room for improvement, as
shown by the high success rate of phishing attacks reported
in [5]. One of the first problems is the clickthrough effect [6]:
the users tend to skip these alerts because they appear always
in the same way, thus pushing most users in neglecting these
messages. The second problem is the wrong design of the
warning messages in term of colors, words, interaction, as
underlined by [3, 4]. Lastly, the users are not experts in
cybersecurity, they do not know what a phishing attack is and
what are the risks they are exposed to [3]. In order to
overcome these limitations, we propose an intelligent
warning message mechanism aiming at limiting the
effectiveness of phishing attacks and at increasing the user’s
awareness about related risks. It implements an intelligent
behavior that, besides warning the users that a phishing attack
is occurring, explains why the specific suspect site can be
fraudulent. In smart-cities, Public Administrations and
companies can take advantage of the use of smarter warning
messages like the ones we propose. Indeed, spear phishing is
a specific type of phishing attack where the emails are
carefully designed to target particular users, which are often
workers and employees of Public Administrations and
companies.

Il. APOLYMORPHIC USER INTERFACE AGAINST PHISHING
ATTACKS

An example of the polymorphic user interface we propose to
warn users about phishing attacks is reported in Fig. 2. In
addition to addressing the design guidelines and lesson learnt
in [3, 4], this prototype shows three panels that explain the
reasons why the target website can be fake.

In this example, the panel on the left specifies that the URL
of the target website (www.paypal.com) looks similar to the
original one but the “I” letter has been replaced by capital “I”,
thus confusing the users. The panel in the center reports that
the suspect website was created three weeks ago, an age
typical of phishing websites. The last box reports information
about the HTTPS certificate of the suspect website,
explaining that even if the “safe navigation” icon is shown in
the browser toolbar, the certificate is self-signed, thus there is
no guarantee that the site behavior is legitimate. It is worth
remarking that the three panels show different information



according to the suspect website, thus different reasons would
be reported with different phishing websites.

Thank to this intelligent warning message, we address three
important goals, i.e.:

1. Prevent user habituation: a polymorphic message
decreases the clickthrough effect caused by the user
habituation [6];

2. Provide explanation about the attack: useful
information about the causes of the phishing attacks
support the users in deciding if the website is (or not) a
phishing attack;

3. Train the users on cyberattacks and related risks: a
long-term training of the users on phishing attacks is
performed since they understand the reasons for this
attack.
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Figure 2. A Prototype of intelligent warning message for
phishing attack.

In our approach, we start from the assumption that the
browser can detect the phishing website through its internal
algorithm, or that we use an API to detect malicious sites.
Regardless of which of the two solutions we adopt, when a
phishing website is detected, instead of displaying the
traditional warning messages implemented in the browser,
we show the intelligent Ul proposed in this paper (see Fig. 2).
To provide users with information that explain the reasons of
the phishing attacks, our approach consists of two main steps,
i.e., 1) the computation of a set of indicators that can reveal
phishing websites and 2) the use of machine learning
approaches to select the most important indicators. The three
most important indicators will be shown and explained to the
user, as shown in the example above.

In our work we are not interested to classify phishing
websites, as this has been already addressed in the literature
(see, for example, [7-9]). We start from the assumption that

the browser can detect the phishing website through its
internal algorithm, or that we use an API to detect malicious
sites. Regardless of which of the two solutions we adopt,
when a phishing website is detected, instead of displaying the
traditional warning messages implemented in the browser,
we show the intelligent Ul proposed in this paper (see
Fig.2).To provide users with information that explain the
reasons of the phishing attacks, our approach consists of two
main steps, i.e., 1) the computation of a set of indicators that
can reveal phishing websites and 2) the use of machine
learning approaches to select the most important indicators.
The three most important indicators will be shown and
explained to the user, as shown in the example above.

1. CONCLUSION

In this paper, we discussed the current trend of phishing
attack from an HCI perspective. We aimed at revealing to the
user some schema phishers use. We agree with [3] that users
need to understand and use systems warnings correctly in
order to guarantee the efficacy of any security strategy that
has been implemented. An intelligent user interface is
presented aimed at training users, improving the
effectiveness of warning messages and prevent habitation.
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